

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.




            

          

      

      

    

  

    
      
          
            

Index



 




            

          

      

      

    

  

    
      
          
            
  [![codecov](https://codecov.io/gh/curium-rocks/mitre-siphon/branch/master/graph/badge.svg?token=70JSHSV2IY)](https://codecov.io/gh/curium-rocks/mitre-siphon)![GitHub](https://img.shields.io/github/license/curium-rocks/mitre-siphon)![GitHub release (latest SemVer including pre-releases)](https://img.shields.io/github/v/release/curium-rocks/mitre-siphon?include_prereleases)

# Mitre-Siphon

Watches the NVD CVE JSON repositories and on updates publishes to a queue. Queue data is processsed and saved into a database for full text searching across a REST Api.

### Prerequisites


	[docker](https://docs.docker.com/desktop/)


	[docker-compose](https://docs.docker.com/compose/)




## Running the tests

Tests are run using docker-compose.

`
docker-compose --file docker-compose.test.yml build
docker-compose --file docker-compose.test.yml run sut
`

## Getting Started

Run docker-compose up to launch the application. Once everything has started up you will be able to access the application at http://localost:8080/ the default credentials are test:test. Once you are logged in you will have access to the swagger ui to interact with the REST API. This will allow you to do paged multi term searches against the saved NVD CVE data.

![image](https://user-images.githubusercontent.com/8363252/106229649-9adac180-61b3-11eb-8aa9-614ebfb1dcf3.png)

## Built With


	[Spring Boot](https://spring.io/projects/spring-boot)


	[Gradle](https://gradle.org/)


	[Quartz](https://www.quartz-scheduler.org/)


	[Kafka](http://kafka.apache.org/)


	[PostgreSQL](https://www.postgresql.org/)


	[FlyWay](https://flywaydb.org/documentation/)


	[Hibernate](https://hibernate.org/)


	[OpenAPI3](https://swagger.io/blog/news/announcing-openapi-3-0/)




## Versioning

[SemVer](http://semver.org/) is used for versioning. For the versions available, see the [tags on this repository](https://github.com/curim-rocks/mitre-siphon/tags).

## Todos


	Helm chart


	Increase test coverage and cases covered in tests


	Add a UI for searching the data


	Smarter spring active profile switching based on environment


	More documentation on methods to enrich the data available for javadoc task and OpenAPI3


	More validation of input




## License

This project is licensed under the MIT License - see the [LICENSE.md](LICENSE.md) file for details



            

          

      

      

    

  

    
      
          
            
  # mitre-siphon

![Version: 0.2.2](https://img.shields.io/badge/Version-0.2.2-informational?style=flat-square) ![Type: application](https://img.shields.io/badge/Type-application-informational?style=flat-square) ![AppVersion: 0.1.0](https://img.shields.io/badge/AppVersion-0.1.0-informational?style=flat-square)

A full text search of the mitre CVE database

## Maintainers


Name | Email | Url |

—- | —— | — |

bryopsida | <8363252+bryopsida@users.noreply.github.com> |  |



## Requirements


Repository | Name | Version |



|------------|——|---------|
| https://charts.bitnami.com/bitnami | kafka(kafka) | 20.0.1 |
| https://charts.bitnami.com/bitnami | postgresql(postgresql) | 12.1.3 |

## Values


Key | Type | Default | Description |



|-----|——|---------|————-|
| affinity | object | {} |  |
| autoscaling.enabled | bool | true |  |
| autoscaling.maxReplicas | int | 100 |  |
| autoscaling.minReplicas | int | 1 |  |
| autoscaling.targetCPUUtilizationPercentage | int | 80 |  |
| fullnameOverride | string | “” |  |
| global.postgresql.auth.database | string | “mitre” |  |
| global.postgresql.auth.password | string | “mitre” |  |
| global.postgresql.auth.postgresPassword | string | “postgres” |  |
| global.postgresql.auth.username | string | “mitre” |  |
| image.pullPolicy | string | “Always” |  |
| image.repository | string | “ghcr.io/curium-rocks/mitre-siphon” |  |
| image.tag | string | “main” |  |
| imagePullSecrets | list | [] |  |
| ingress.annotations | object | {} |  |
| ingress.className | string | “” |  |
| ingress.enabled | bool | false |  |
| ingress.hosts[0].host | string | “mitre-siphon.local” |  |
| ingress.hosts[0].paths[0].path | string | “/” |  |
| ingress.hosts[0].paths[0].pathType | string | “ImplementationSpecific” |  |
| ingress.tls | list | [] |  |
| kafka.enabled | bool | true |  |
| kafka.nodeSelector.”kubernetes.io/arch” | string | “amd64” |  |
| kafka.zookeeper.nodeSelector.”kubernetes.io/arch” | string | “amd64” |  |
| nameOverride | string | “” |  |
| nodeSelector | object | {} |  |
| podAnnotations | object | {} |  |
| podSecurityContext | object | {} |  |
| postgresql.enabled | bool | true |  |
| postgresql.nodeSelector.”kubernetes.io/arch” | string | “amd64” |  |
| probes.enabled | bool | true |  |
| probes.live.enabled | bool | true |  |
| probes.live.endpoint | string | “/actuator/health” |  |
| probes.live.failureThreshold | int | 45 |  |
| probes.live.interval | int | 2 |  |
| probes.ready.enabled | bool | true |  |
| probes.ready.endpoint | string | “/actuator/health” |  |
| probes.ready.failureThreshold | int | 15 |  |
| probes.ready.interval | int | 2 |  |
| probes.start.enabled | bool | true |  |
| probes.start.endpoint | string | “/actuator/health” |  |
| probes.start.failureThreshold | int | 30 |  |
| probes.start.interval | int | 2 |  |
| replicaCount | int | 1 |  |
| resources.limits.cpu | string | “512m” |  |
| resources.limits.memory | string | “512Mi” |  |
| resources.requests.cpu | string | “512m” |  |
| resources.requests.memory | string | “512Mi” |  |
| rootLogLevel | string | “Info” |  |
| securityContext.allowPrivilegeEscalation | bool | false |  |
| securityContext.capabilities.drop[0] | string | “ALL” |  |
| securityContext.privileged | bool | false |  |
| securityContext.readOnlyRootFilesystem | bool | true |  |
| securityContext.runAsNonRoot | bool | true |  |
| securityContext.runAsUser | int | 1000 |  |
| service.port | int | 80 |  |
| service.type | string | “ClusterIP” |  |
| serviceAccount.annotations | object | {} |  |
| serviceAccount.create | bool | true |  |
| serviceAccount.name | string | “” |  |
| tolerations | list | [] |  |
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